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Abstract
A Manufacturing Process Digital Twin is highly useful in Process Control, since it shows adaptiveness and near-real-time
responsivity. However, cloud architectures are in place, or more commonly, CPS-based modules communicate through IoT
technology, implicating security (data-related) and safety (concerning proper control enforcement). With respect to Thermal
Processes, and in particular Laser Welding, this work studies the effect of encoding on Process Control efficiency. More
specifically, compression and encryption are applied to control signals and the process control efficiency is studied. The
simulations used to this end are considered to be part of a digital twin.
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1. Introduction
Process control in laser welding is a fundamental
property to succeed in producing high quality
products. As a matter of fact, the emergence of
Cyber-Physical-System (CPS) in laser-based
processes can play an important role in addressing
the issue of real-time communication under the
context of Digital Twin (DT) [1]. The role of the
digital twin would be to be used as means of control
and/or optimization of the process itself. Integrating
Control theory, it would be robust and adaptive
enough to capture uncertainty in real time and be
able to provide the physical system (process) with
feedback.
Recently, a considerable part of literature has
grown around the communications through wireless
networks and have been addressing challenges
around the security enhancement and delay-prone
communications in the context of Cyber-Physical
Systems [2–4]. Furthermore, the trend of Big Data
on industrial scale manufacturing processes, such
laser welding, needs the appropriate development
for the aforementioned demands [5]. Thus, delays
from IoT devices through Networked Control
System (NCS) could lead to undesirable
performance leading to out-of-tolerance product.
Several studies suggest robust controllers addressing
time-varying (or dead-time) delays [6, 7] or simulate
packet dropouts [8]. Another approach to overtake
time-delays is utilizing the switched or hybrid
systems [9–11].
On the other hand, the communication of
machines could implicate cyber threading during
that time. Hence, the outcome of a corrupted control

signal may cause a physical damage and so the
awareness of such threats should be addressed in the
context of Cyber-Physical Systems [12].
Traditionally, source and channel coding are
encountered, implying compression and error
correction, respectively. The first one reduces the
data size, whilst the second one increases it [13].
Examples of such algorithms families are LempelZiv and Hamming, respectively. Encryption (in
terms of cryptography) is also considered on top of
those two [14].
In this research work, being an application of
encryption and decryption conducted to control
signals, one set of encryption-decryption is
performed each time the signal is transmitted
through the Networked Control System. In Figure 1,
a Digital Twin Controller with the adoption of a
cryptosystem is depicted. Recently, researchers
computed the encrypted controller with
homomorphism attribute in which the parameters of
controller compute from the encrypted reference
feedback and control signals over the
communication links [15–19].
Also, under the concept of utilizing Cyber
Physical System (the new trend of current status of
industry towards smart manufacturing) and cloudbased manufacturing processes, it seems that there is
lack for authentication of data while attackers may
find easy vulnerable access and especially in process
control of laser welding [20].
Laser-based manufacturing processes, such as
welding, require transmitting through Internet of
Things (IoT) devices vast amount of data, (leading
to need Big Data techniques [21]) and the need of
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cryptography architectures would be crucial to the
integrity of data.
In literature, process control could be enhanced
with respect to security through adopting
cryptography methods such as Rivest–Shamir–
Adleman (RSA) [22], ElGamal [16], Advanced
Encryption Standard (AES), Data Encryption
Standard (DES), Paillier [15, 23–25] algorithms or
with validation of the audits through the current
trend of blockchain [26, 27].

The following discrete-time time-invariant linear
system is considered where 𝑥 ∈ ℜ$ is the state
vector, 𝑦 ∈ ℜ& the controlled output, z the
performance output and w the exogenous input. All
the matrices have the appropriate dimensions.

x(k + 1) = Ax(k ) + Bw w(k ) + Bu u (k )
z (k ) = C z x(k ) + Dzw w(k ) + Dzu u (k )

(1)

y (k ) = C y x(k )
Theorem: A controller in the form (3) exists if
and only if the matrices X, L and P exist such that
the objective function value µ is minimized in the
following LMI [30]:
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Figure 1 Digital Twin Controller

In the current work, process models are used to
design a proper controller able to manipulate the
delays introduced by coding-related modules such as
cryptography encryption/decryption. Then, the
efficiency of the controller is studied.
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where X, L and P are the variables.
The control-law of a linear static state-feedback
system is:
(3)
u (k ) = Kx(k )
where K equals to the static gain
(4)
K = LX -1
Figure 2 depicts the possible three positions of
coding modules in the generic feedback scheme.

2. Approach
A laser process model was developed through
(Finite Element Method) FEM commercial software
in order to obtain via system identification
techniques the dynamical system under an empirical
heat flux profile. It is worth mentioning that
previous research has attempted either ProportionalIntegral-Differential (PID) family controller for the
linear system [12, 22, 28] or Model Predictive
Control (MPC) synthesis [24, 29].
In the current paper, an observer-based controller
has been implemented with the H∞ state-feedback
from [30] for the controller gain K in terms of Linear
Matrix Inequalities (LMIs) while an observer L was
assumed to the purpose of the process control. This
robust controller should maintain the designed
control performance within certain bounds of
disturbances / delays / uncertainties [31]. This paper
aims to highlight the importance of security of
control signal against attackers / threads with RSA
technique as a proof of concept with a robust
controller to obtain the desired temperature within
adequately fast settling time.
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Feedback Signal

Decryption

Figure 2 Cryptography-based Process Control System for
Thermal Process

For the case of studying the encryption of
controller, saturation filters have not been
considered.
It is noted here that in terms of services, the
digital twin can be considered to augment the part
2
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and/or the process towards an enhanced system that
can provide feedback to the operator be selfadjusted. This is highly profitable for the
manufacturing phase as well as the whole product
lifecycle, as concepts realized from circular
economy, such as remanufacturing or even recycling
would be rendered possible [32]. Quality assessment
is also implementable in the context of this Digital
Twin, however, this exceeds the purpose of the
current work. It is worth mentioning, though, that
the concept of Product-Service System [33] is very
useful from business point of view to supporting the
aforementioned augmentation.

further engineered by the fact that additional delay
can be added so that is rendered steady. However, in
the next sections a robust controller is designed and
studied.

3. Case Study: Process Control of Laser
Welding
3.1 Process control efficiency
The case of heating up with laser source is
considered here as per previous literature. The
performance of a controller based on cryptography
algorithms should not deteriorate the initial
measurements. The received signals (input signal to
encryption) have to be the same when the decryption
(output signal) is completed and the pass from the
communication network via the IoT devices. The
implementation of RSA cryptosystem was selected
for the control and feedback signal and a Personal
Computer was used to this end.
Below, in the following two diagrams, the
evolution of heat flux and temperature signals is
depicted, comparing their initial and decrypted
states, which coincide, as well as their encrypted
state for reference. It is noted that the encrypted state
has no physical interpretation and has only data
related value.
It’s clearly observed that the RSA algorithm has
been utilized successfully for both control and
feedback signals as shown in Figure 3 while the
computational time for control signal is depicted in
Figure 4. The encryption/decryption of control and
feedback are performed as expected with the input
signal to be ciphered correctly and the decryption to
be identical to the actual signal. This technique
provides end-to-end encryption throughout the
operation while the crucial data e.g. in case of laser
welding the desired attributes are temperature,
power of laser, welding speed and many other Key
Performance Indicators (KPIs).
Next, what has been depicted in Figure 4, is the
delay of coding the samples. It has been measured in
terms of computational time. Overlooking the high
initial delays, probably due to some ramp-up
procedure caused by initialization of variables, it is
observed that the delays are comparable to the
sampling rate of the discrete system used. Thus, the
delay can be considered to be discrete. This can be

Figure 3 Encrypted/Decrypted Feedback Signal (upper),
Encrypted/Decrypted Control Signal (lower)

Figure 4 Computational Time of Control Signal to QuantizedEncrypted-Decrypted

3.2 Effect of time-varying delay system
In this section, an investigation of the controller’s
efficiency is conducted. The delay of computational
time assumed as a single timestep k in the
differential equations of state-space model. The
transfer function of delay in the control theory is
described by z-d, where d takes non-negative integer
numbers. For the current simulation, it is assumed to
be a varying delay between the values of 0 and dmax.
The schematic depicts in Figure 5.
The implementation in the Simulink environment
is convenient as the delay extent can be controlled in
many ways. In the current implementation, the delay
is stochastic. Furthermore, the position of the
controller implies temperature tracking. No phase
change is involved, however, the temperature range
covered renders the system rather complicated, due
to change of dynamics as temperature increases and
conduction / convection / imposing laser
3
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characteristics change with respect to each other.
The controller in this case is designed only using the
initial system. It is worth noting that throughout this
work, the controller has been modified to include
also the observer, minimizing the connectivity
requirements in the schematics. It is noted here that
it would be of high importance to check the nonnegativity of the flux used as a control signal, since
the laser machines do not have the capability of
cooling locally the part. So, a limitation in flux
should be taken into account.

Figure 5 Time-varying delay schematic

3.3 Utilizing a robust controller
Finally, a switched system among the whole
ensemble of systems is regarded, taking into account
initial system (delay-free) and the delayed with
dmax. The delay z-d increase the order of plant by
the delay value. For this reason, an augmentation
sliding matrix implemented in order to coincide the
size of matrices. The simulation was conducted in
Simulink with a random switching rule and then the
gain of the controller is tailored accordingly. In this
case the controller has been designed for all the
systems with delays between 0 and dmax. The overall
maximum value for dmax has been considered to be
equal to three samples, since, as aforementioned,
three stages of encryption are required:
cryptography, compression and error correction and
one sample could be adequate for each one of them.

network was considered. The varying values of
delay range from 1 to 3 samples controlled by an
integer random source. The network-based control
system guarantees the stability of such time-delays
and the performance is shown in Figure 7.
The congested delays in the control system
influence only the overshoot while the steady-state
agrees with the initial system. For short lags the
developed controller operates with the desirable
performance. In order to tackle longer delays, more
sophisticated time-varying delays based on network
control system could be implemented.
The normal encryption method responded as
expected corresponding to the signals of the
experiment while the computational cost remains
close to zero. The effect of delay while varying
between 0 and 1 shows the robustness of controller
under the interval delays in the system and even
between 1 and 3. Hence the acceptance of such
controllers may be a considerable step to laserwelding industry.
The third part of simulations examines the
performance of switched system under a random
rule and utilizing the robust controller that is
intended to handle potential delays between zero and
one samples. The performance of the closed loop
system is depicted in Fig. 8.
The performance has not been improved,
however, this may be due to a lot of factors, namely:
•
Controllability may be computationally
stiff. The condition number of the controllability
matrix increases 15 orders of magnitude if one delay
is added, one more order is added by the second
delay, and one more by the next one.
•
The controller may be insufficient as it is
static, while it is also robust towards input
uncertainties, due to robust modelling.
•
Controllability may be affected by
augmentation also.

4. Results & Discussion
4.1 Addressing delays from Cryptography
The following diagram (Fig. 6) depicts the
responses of a closed loop system in two variants:
without and with stochastic delay.
Both systems seem to converge to the tracking
temperature and reaching a steady-state within an
acceptable time interval. The value of delay which
derives from ciphering the signal does not alter
settling time or overshoot. The latter is a special
characteristic of the process because of the outcome
that has to the product, for instance the dynamic
overshoot may cause over-melting and modify the
desirable melt-pool dimensions such as width and
depth, or even affect the material structure [34].
Next, an accumulation of time-delays derives
from cryptography and signal transmission in/out to

Figure 6 Response of closed loop system with time-varying
delay system {0,1} and simple Hinf Controller

To check if this the case, the Controller has been
designed also for delays 0 to 3. The results have been

4
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promising, as the overshoot duration seems to be
enhanced. However, the overshoot itself has not
been reduced.
As a result, it seems that no direct conclusion can
be drawn at this moment, and further elaboration
has to be made on the causes that may affect the
performance of the closed loop system.

such a declaration, but the first indications are
apparent.

Figure 9 Histogram of signals of Fig. 4 with 10 defined classes

Conclusions & Future Outlook

Figure 7 Response of closed loop system with time-varying
delay system {0,..,3} and simple Hinf Controller

Figure 8 Response of closed loop system with time-varying
delay system {0,..,3} and Hinfinity Controller for {0,1}

4.2 Cryptography efficiency
Another issue to be tackled is the cryptography
efficiency itself. Normally, algorithms have been
checked with respect to changing characteristics of
the message, however, herein it is signals that have
to be encrypted. So, for the case of Fig. 3, which may
be characterized more predictable situation, the
histograms of the involved signals are given in Fig.
9.
It is apparent that the statistical description of the
signal has completely changed with encryption. This
renders the decryption process hard and the digital
twin utilizing such a technique safe. Of course
further investigation is needed to formally prove

This work addressed the challenge of ciphered
signals while maintaining the expected efficiency.
The performance of controller (e.g. in tracking or
stability) has been proved to be appropriate even in
the case of short lags to the network system. The use
of a simple H-infinity controller is proved adequate
(depending on the requirements on the overshoot).
The use of a robust controller seems to slightly
deteriorate the performance.
Regarding future applicability and challenges, a
dynamic switched system involving encrypted
signals may constitute a safe solution to the three
phases (heating, melting and cooling-down) of laser
welding since each one of them has different
dynamic characteristics with the other. All the
computed controllers should be a part of Digital
Twin and NCS could be considered with
stochastically varying delays. However, it is pending
to check the use of a dynamic controller, or
alternative techniques to sliding matrix, in order to
study the performance computationally in these
cases.
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